Aasim Ashraf Bhat ‘sz

LinkedIn GitHub Twitter Instagram

ETHICAL HACKER | SOFTWARE ENGINEER

Versatile and passionate ethical hacker, bug hunter and software engineer with a passion for identifying and
mitigating security vulnerabilities in information systems, especially web applications.

SKILLS

Tools: Kali Linux, Burp Suite, OWASP ZAP, SQLMap, Nuclei, Nmap, Metasploit, etc.
Languages: HTML/CSS, JavaScript, PHP, Python, C++, Java

Frameworks and libraries: Laravel, Tailwind, Bootstrap

Databases: MySQL, SQLite, PostgreSQL

Misc.: Linux, Git & GitHub, Docker, Postman

EXPERIENCE

e Hack The Box - Rank Pro Hacker (JANUARY 2016 - PRESENT)
Ranked in the top 169 globally and top 50 in India on Hack The Box, the #1 cybersecurity upskilling,
certification, and talent assessment platform (Profile: AX01Sec)

e Try Hack Me - Rank Top 3% (MARCH 2018 - PRESENT)
Currently holding a top 260997 ranking (top 3% worldwide) on Try Hack Me, showcasing a solid
foundation in cybersecurity skills and knowledge. (Profile: bhataasim)

e Bug Bounty Platforms - Part Time Bug Hunter
Identified and reported vulnerabilities on multiple bug bounty platforms with a great number of
accepted submissions. Demonstrated expertise in cybersecurity through the responsible disclosure of
security flaws, contributing to enhanced security and integrity.
Platforms: HackerOne (6+ bugs), BugCrowd (5+ bugs), HackenProof (3 bugs) and Intigriti (3+ bugs)

EDUCATION
« Islamic University of Science and Technology - Bachelor of Technology (B. Tech.)
Computer Science & Engineering (SEPTEMBER 2021 - 2024)
Coursework: Ethical Hacking, Networking, Operating Systems, Linux, Web Application Development,
DBMS, Software Engineering, Computer Architecture, Data Structure & Algorithms, OOP.

e Kashmir Govt Polytechnic College Srinagar - Diploma
Computer Science & Engineering (August 2017 - 2021)
Coursework: Network Security, Operating Systems, Linux Internals, Software Engineering, OOP.

CERTIFICATIONS

® Practical Ethical Hacking - TCM Security.
Web Application Hacking & Bug Bounty Guide - Uncle Rat (Udemy)
Broad Scope Bug Bounties from Scratch - Uncle Rat (Udemy)
Ethical Hacking Essentials (EHE) - EC Council Learning (CodeRed)
Burp Suite: in Depth Survival Guide - Uncle Rat (Udemy)
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https://www.udemy.com/certificate/UC-8dfb1414-e010-4a4f-b06b-c14ccbe23d3a/
https://www.udemy.com/certificate/UC-9183dad9-6974-46e7-8d8e-8af81ae47480/
https://codered.eccouncil.org/certificate/aa9a26f9-7858-4fd2-a858-7f8e8b32dd6f
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